
 

Purchasing Summary 

EVENT #  7007 TITLE:  Malwarebytes Endpoint 

Protection 
ESTIMATED COST:  $25,000.00 

TYPE OF PROCUREMENT: Sole Source 
ANNUAL CONTRACT  ☐ 
ANNUAL MAINTENANCE AGREEMENT  ☒ 

ONE TIME PURCHASE ☐ 

CONTRACT TERM (IF APPLICABLE) 
March 28, 2019 through December 31, 2019 
 

DBE (IF APPLICABLE) 
N/A 
 
MATRIX (IF APPLICABLE) 
N/A 

NOTES 

Recommend approval to procure Malwarebytes Endpoint Protection from Layer 3 Communications in the amount of $25,000.00.  
The Department of Information Technology uses this software to prevent malware from affecting the City of Savannah and will 
use it to prevent malicious malware from occurring.  It is also used to clean-up existing malware.  Multi-Vector Protection 
employs multiple layers of technology to address advanced threats that leverage different attack vectors and techniques.  It 
defends endpoints against all types of threats with a layered approach that leverages static and dynamic detection technologies 
to address every stage of an attack.  This protection helps the City remain safe from malicious malware that could prevent City 
operations if an event were to occur.  The cost of the annual subscription is $25,000.00 per year for four additional years.  This is 
the second year of the annual subscription.  This is a sole source because Layer 3 Communications currently holds the City 
contract for Network Maintenance under Event No. 3886.  They were also the only vendor who was able to supply and implement 
the necessary software when it was needed by the City during the malware attack.  It is critical to have maintenance and support 
from the original provider to ensure authorized, knowledgeable, and timely vendor support when and if it is necessary.  Delivery: 
As requested.  Terms: Net 30 days.  The vendor is: 
 
S.S. Layer 3 Communications (B - Savannah, GA) $25,000.00 
 
A pre-bid conference was not conducted as this is a sole source purchase.  (B) Indicates a local, non-minority owned business.  
Recommend approval. 
 
 
Local Available:  Yes 
DBE Available:  No 
Total Sent:  1 
DBE Sent:  0 
Total Received:  1 
DBE Received:  0 
Vendor federally debarred or suspended:  No 

 

 


